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Note 1
This document is only a discussion document describing possible use cases for which a new document management /digital rights protocol is required.  The proposed document management / digital rights protocol must interface with XACML.  Any comments, questions or criticisms of this document should be directed to the author.

Note 2

The “document” referred to in the following case studies could be any type of Microsoft Office document, a text file, a CAD file, a JPEG, a video file format or some commonly used file format for documents currently stored in document management systems.  
Use Case #1

Acme Co. wants to send Zeon Inc. a document.  Acme Co. wants to ensure that only Zeon staff can view the document.  Zeon staff can edit the document. No audit requirements are set for the document. No security settings are required for the document.  No version control of the document is required.
Therefore, the following document management properties are required:

Document creation:

Acme Co. staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff

Document editing:

Acme Co.  staff

Zeon Inc.  staff

Security settings:

None

Audit settings – None
Use Case #2

Acme Co. wants to send Zeon Inc. a document.  Acme Co. wants to ensure that only Zeon staff can view the document.  Zeon staff can edit the document.  Acme Co. has an audit setting that requires version control if the document is edited.  No security settings are required for the document.  

Therefore, the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff

Document editing:

Acme Co.  staff

Zeon Inc.  staff

Security settings:

None

Audit settings:

Version control required

Use Case #3

Acme Co. wants to send Zeon Inc. a document.  Acme Co. wants to ensure that only Zeon staff can view the document.  Zeon staff can edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user edited the document.  No security settings are required for the document.
Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff

Document editing:

Acme Co.  staff

Zeon Inc.  staff

Security settings:

None

Audit settings:

Version control required

Time, date and which user edited the document required

Use Case #4
Acme Co. wants to send Zeon Inc. a document.  Acme Co. wants to ensure that only Zeon staff can view the document.  Zeon staff can edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document. No security settings are required for the document.

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff

Document editing:

Acme Co.  staff

Zeon Inc.  staff

Security settings:

None

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Use Case #5
Acme Co. wants to send Zeon Inc. a document.  Acme Co. wants to ensure that only Zeon staff can view the document.  Zeon staff can edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document.  Acme Co. wants to be notified of any audit changes. No security settings are required for the document.

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff

Document editing:

Acme Co.  staff

Zeon Inc.  staff

Security settings:

None

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Acme Co. needs to be notified by Zeon Inc. whenever an audit change occurs

Use Case #6

Acme Co. wants to send Zeon Inc. a document.  Acme Co. wants to ensure that only Zeon staff can view the document.  Only Zeon Inc. staff approved by Acme Co. can view and/or edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document.  Acme Co. wants to be notified of any audit changes. No security settings are required for the document.

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff approved by Acme Co.

Document editing:

Acme Co.  staff

Zeon Inc.  staff approved by Acme Co.

Security settings:

None

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Acme Co. needs to be notified by Zeon Inc. whenever an audit change occurs

Use Case #7

Acme Co. wants to send Zeon Inc. a document.  Only Zeon Inc. staff approved by Acme Co. can view and/or edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document.  Acme Co. wants to be notified of any audit changes. Authentication strength for opening and/or viewing the document is provision of a uid and password.

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff approved by Acme Co.

Document editing:

Acme Co.  staff

Zeon Inc.  staff approved by Acme Co.

Security settings:

Authentication – uid and password

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Acme Co. needs to be notified by Zeon Inc. whenever an audit change occurs

Use Case #8

Acme Co. wants to send Zeon Inc. a document.  Only Zeon Inc. staff approved by Acme Co. can view the document.  No Zeon staff is permitted to edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document. Acme Co. wants to be notified of any audit changes. Authentication strength for opening and viewing the document is provision of a uid and password. 

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff approved by Acme Co.

Document editing:

Acme Co.  staff

No Zeon Inc. staff is to edit the document

Security settings:

Authentication – uid and password

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Acme Co. needs to be notified by Zeon Inc. whenever an audit change occurs

Use Case #9

Acme Co. wants to send Zeon Inc. a document.  Only Zeon Inc. staff approved by Acme Co. can view the document.  No Zeon staff is permitted to edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document. Acme Co. wants to be notified of any audit changes. Authentication strength for opening and viewing the document is provision of a uid and password. Digital signatures are required on the document for those Acme people who are editing the document.

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff approved by Acme Co.

Document editing:

Acme Co.  staff

No Zeon Inc. staff is to edit the document

Security settings:

Authentication – uid and password

Digital Signatures – required for those Acme people editing the document

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Acme Co. needs to be notified by Zeon Inc. whenever an audit change occurs

Use Case #9

Acme Co. wants to send Zeon Inc. a document.  Only Zeon Inc. staff approved by Acme Co. can view the document.  All Zeon staff who views the document must provide a digital signature. No Zeon staff is permitted to edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document.  Acme Co. wants to be notified of any audit changes. Authentication strength for opening and viewing the document is provision of a uid and password. Digital signatures are required on the document for those Acme people who are editing the document.

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff approved by Acme Co.

Document editing:

Acme Co.  staff

No Zeon Inc. staff is to edit the document

Security settings:

Authentication – uid and password

Digital Signatures:

Required for those Acme people editing the document

Required for all Zeon staff who view the document

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Acme Co. needs to be notified by Zeon Inc. whenever an audit change occurs

Use Case #10

Acme Co. wants to send Zeon Inc. a document.  Only Zeon Inc. staff with a role of sales can view the document.  All Zeon staff who views the document must provide a digital signature. No Zeon staff is permitted to edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document.  Acme Co. wants to be notified of any audit changes. Authentication strength for opening and viewing the document is provision of a uid and password. Digital signatures are required on the document for those Acme people who are editing the document.

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff with the role of sales

Document editing:

Acme Co.  staff

No Zeon Inc. staff is to edit the document

Security settings:

Authentication – uid and password

Digital Signatures:

Required for those Acme people editing the document

Required for all Zeon staff who view the document

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Acme Co. needs to be notified by Zeon Inc. whenever an audit change occurs

Use Case #11

Acme Co. wants to send Zeon Inc. a document.  Only Zeon Inc. staff with a role of sales can view the document.  All Zeon staff who views the document must provide a digital signature. No Zeon staff is permitted to edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document.  Acme Co. wants to be notified of any audit changes. Authentication strength for opening and viewing the document is provision of a uid and password. Digital signatures are required on the document for those Acme people who are editing the document. Acme wants the document to expire on Zeon Inc.’s system after 30 days.

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff with the role of sales

Document editing:

Acme Co.  staff

No Zeon Inc. staff is to edit the document

Security settings:

Authentication – uid and password

Digital Signatures:

Required for those Acme people editing the document

Required for all Zeon staff who view the document

Document time expiry – 30 days on Zeon Inc.’s system

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Acme Co. needs to be notified by Zeon Inc. whenever an audit change occurs

Use Case #12

Acme Co. wants to send Zeon Inc. a document.  Only Zeon Inc. staff with a role of sales can view the document.  All Zeon staff who views the document must provide a digital signature. No Zeon staff is permitted to edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document.  Acme Co. wants to be notified of any audit changes. Authentication strength for opening and viewing the document is provision of a uid and password. Digital signatures are required on the document for those Acme people who are editing the document. Acme wants the document to expire on Zeon Inc.’s system after 30 days. Acme also wants the document sent securely in transit.

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff with the role of sales

Document editing:

Acme Co.  staff

No Zeon Inc. staff is to edit the document

Security settings:

Authentication – uid and password

Digital Signatures:

Required for those Acme people editing the document

Required for all Zeon staff who view the document

Document time expiry – 30 days on Zeon Inc.’s system

Document transport - secure

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Acme Co. needs to be notified by Zeon Inc. whenever an audit change occurs

Use Case #13

Bob at Acme Co. wants to send Sarah at Zeon Inc. a document.  He doesn’t know if Sarah is qualified to view the document.  Only Zeon Inc. staff with a role of sales can view the document.  All Zeon staff who views the document must provide a digital signature. No Zeon staff is permitted to edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document.  Acme Co. wants to be notified of any audit changes. Authentication strength for opening and viewing the document is provision of a uid and password. Digital signatures are required on the document for those Acme people who are editing the document. Acme wants the document to expire on Zeon Inc.’s system after 30 days. Acme also wants the document sent securely in transit.

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff with the role of sales

Is Sarah qualified to view the document?

Document editing:

Acme Co.  staff

No Zeon Inc. staff is to edit the document

Security settings:

Authentication – uid and password

Digital Signatures:

Required for those Acme people editing the document

Required for all Zeon staff who view the document

Document time expiry – 30 days on Zeon Inc.’s system

Document transport - secure

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Acme Co. needs to be notified by Zeon Inc. whenever an audit change occurs

Use Case #14

Bob at Acme Co. Has sent a document to Sarah in sales at Zeon Inc.  Sarah has requested to show the document to Lindsay in Zeon Inc.’s legal department.  Only Zeon Inc. staff with a role of sales can view the document.  Bob needs to make a change in the document management system to include Lindsay in Legal at Zeon Inc such that she too can view the document.  All Zeon Inc. staff who views the document must provide a digital signature. No Zeon Inc. staff is permitted to edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document. Acme Co. wants to be notified of any audit changes. Authentication strength for opening and viewing the document is provision of a uid and password. Digital signatures are required on the document for those Acme people who are editing the document. Acme wants the document to expire on Zeon Inc.’s system after 30 days. Acme also wants the document sent securely in transit.

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Document viewing:

Acme Co.  staff

Zeon Inc.  staff with the role of sales plus Lindsay in Zeon Inc’s legal department

Document editing:

Acme Co.  staff

No Zeon Inc. staff is to edit the document

Security settings:

Authentication – uid and password

Digital Signatures:

Required for those Acme people editing the document

Required for all Zeon staff who view the document

Document time expiry – 30 days on Zeon Inc.’s system

Document transport - secure

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Acme Co. needs to be notified by Zeon Inc. whenever an audit change occurs

Use Case #15

Bob at Acme Co. Has sent a document to Sarah in sales at Zeon Inc.  Sarah has requested to show the document to Lindsay in Zeon Inc.’s legal department.  Only Zeon Inc. staff with a role of sales can view and edit the document.  Bob needs to make a change in the document management system to include Lindsay in Legal at Zeon Inc such that she too can view and edit the document.  All Zeon Inc. staff who views the document must provide a digital signature. No Zeon Inc. staff is permitted to edit the document.  Acme Co. has an audit requirement that requires version control if the document is edited.  Acme Co. also requires audit of time, date and which user created, viewed or edited the document. Acme Co. wants to be notified of any audit changes. Authentication strength for opening and viewing the document is provision of a uid and password. Digital signatures are required on the document for those Acme people who are editing the document. Acme wants the document to expire on Zeon Inc.’s system after 30 days. Acme also wants the document sent securely in transit.

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff

Bob in Zeon Inc.’s legal department

Document viewing:

Acme Co.  staff

Zeon Inc.  staff with the role of sales plus Lindsay in Zeon Inc’s legal department

Document editing:

Acme Co.  staff

No Zeon Inc. staff is to edit the document

Security settings:

Authentication – uid and password

Digital Signatures:

Required for those Acme people editing the document

Required for all Zeon staff who view the document

Document time expiry – 30 days on Zeon Inc.’s system

Document transport - secure

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Acme Co. needs to be notified by Zeon Inc. whenever an audit change occurs

Use Case #16

Acme Co has structured a joint venture agreement with Zeon Inc.  They both agree that anyone in Acme Co. and Zeon Inc. who is part of the joint venture team can create documents.  Only people who are part of the joint venture team from both enterprises can view the documents.   The two enterprises decide that use of uid and password is sufficient to open all documents.  Both enterprises agree to require audit of time, date and which user created, viewed or edited all team documents.  Version control must be enforced on all documents part of the joint venture.  All documents must be sent securely between the two enterprises. 

Therefore the following document management properties are required:

Document creation:

Acme Co.  staff belonging to the joint venture team

Zeon Inc.’s staff belonging to the joint venture team

Document viewing:

Acme Co.  staff belonging to the joint venture team

Zeon Inc.’s staff belonging to the joint venture team

Document editing:

Acme Co.  staff belonging to the joint venture team

Zeon Inc.’s staff belonging to the joint venture team

Security settings:

Authentication – uid and password

Document transport - secure

Audit settings:

Version control required

Time, date and which user created the document is required

Time, date and which user viewed the document is required

Time, date and which user edited the document is required

Audit files must be made available to each enterprise
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